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My Background

Involved in computing for years
CIPS membership started in 1977

Then: Best Practices didn’t work
Focused on why, What, How

That’s changed in last ten years
Focus on Why, What, How

IT Professional’s responsibility
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IT Professional

Trustworthiness is key
Trustworthy intentions
Trustworthy competence

Intentions

Client interests come first
Competence

Best practices foundation
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Code of Ethics

Client interests comes first

Fair presentation of competence
Always consider best practices
Always respect confidentialities
Avoid conflicts of interest

Avoid harming the public interest
Respect & advance the profession
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Why Best Practices?

Craft vs. Profession
Craft: Everyone does their best
Profession: Accepted best practices
Trustworthy competence

All professionals pay attention to best
practice guidelines

Best practice guidelines, recom-
mendations, requirements
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Best Practice Frameworks

Cobit best place to start
Covers all IT processed
Examines Value & Risk
Maps to more detailed
ITIL
CMMI

PMBOK
etc.
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COBIT Development

F s
Governance
Management
Control

Audit
CoBiT1 CoB1T2 CoBIT3 CoeBIT4

1996 1998 2000 2005
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COBIT Library

Cobit, now up to version 4.1
Val IT, now at version 2.0
Risk IT, draft version 0.1
plus

Cobit Mapping

SOX, Security, etc.

Case Studies
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The Four Domains

Business’s Responsibility

IT’s Responsibility Business’s Responsibility

Controls

N —

Controls

[ 17 general Controre |
IT General >

Functional
Requirements

Control
Requirements

Plan and Organise

> Acquire Deliver
and and 4
1> Implement Support

Automated
Services

8

Monitor and Evaluate

Controls +
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ME1 Monitor and evaluate IT performance.
ME2 Monitor and evaluate internal control.

ME3 Ensure compliance with external requirements.
ME4 Provide IT governance.

MONITOR AND
EVALUATE

DELIVER AND
SUPPORT ACQUIRE AND

DS1 Define and manage service levels.
DS2 Manage third-party services.

DS3 Manage performance and capacity
DS4  Ensure continuous service,

DS5 Ensure systems sec

DS6 Identify and allocate Costs.

DS7 Educate and train users.

DS8 Manage service desk and incidents.
DS9 Manage the configuration

DS10 Manage problems.

DS11 Manage data

DS12 Manage the physical environment.
DS13 Manage operations.

PO1 Define a strategic IT plan.
PO2 Define the information architecture
PO3  Determine technological direction.
PO4 Define the IT and
PO5 Manage the IT investment.
PO6 Communicate management aims and direction.
PO7 Manage IT human resources.
PO8 Manage quality.

PO9 Assess and manage IT risks.
INFORMATION PO10 Manage projects.

CRITERIA

Effectiveness

AND
ORGANISE

Applications
Information
Infrastructure
People

IMPLEMENT

Al1 Identify automated solutions.

Al2 Acquire and maintain application software.
Al3 Acquire and maintain technology infrastructure.
Al4 Enable operation and use

AlS Procure IT resources.

Al6 Manage changes.

AI7 Install and accredit solutions and changes.
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Maturity

Initial/  Repeatable

Defined Managed and

Non-existent Ad Hoc but Intuitive  Process Measurable Optimised
0 1 T ili 4 5
LEGEND FOR SYMBOLS USED LEGEND FOR RANKINGS USED

Enterprise current status

‘ Industry average
Enterprise target

0—Management processes are not applied at all.
1—Processes are ad hoc and disorganised.
2—Processes follow a regular pattern.
3—Processes are documented and communicated.

4—Processes are monitored and measured.
5—Good practices are followed and automated.
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Processes

Control over the IT process of
process name
that satisfies the business requirement for IT of
summary of most important IT goals
by focusing on
summary of most important process goals
is achieved by
activity goals
and is measured by

key metrics
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PO9 — IT Risks

Control over the IT process of

Assess and manage IT risks

that satisfies the business requirement for IT of

analysing and communicating IT risks and their potential impact on business processes and goals
by focusing on
development of a risk management framework that is integrated in business and operational
risk management frameworks, risk assessment, risk mitigation and communication of

residual risk

is achieved by

« Ensuring that risk management is fully embedded in management processes,
internally and externally, and consistently applied

* Performing risk assessments

* Recommending and communicating risk remediation action plans

and is measured by
* Percent of critical IT objectives covered by risk assessment

* Percent of identified critical IT risks with action plans developed
= Percent of risk management action plans approved for implementation
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- .
Inputs & Outputs

PO1 | Strategic and tactical IT plans, IT
service portfolio

PO10 |Project risk management plan
DS2 | Supplier risks

DS4 | Contingency test results

DS5 | Security threats and vulnerabilities
ME1  [Historical risk trends and events
ME4 | Enterprise appetite for IT risks

Risk assessment PO1 | DS4 | DS5|DS12| ME4
Risk reporting ME4
[T-related risk management guidelines P06
[T-related risk remedial action plans PO4 | Al6
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Detailed View

* Protect the achievement of IT objectives.

« Establish clarity on the business impact
of risks to IT objectives and resources.

* Account for and protect all IT assets.

set

* Establish and reduce the likelihood and
impact of IT risks.

« Establish cost-effective action plans for
critical IT risks.

« Ensuring that risk management is fully

p
« Performing regular risk assessments with
senior managers and key staff members
*R ding and cc icating risk

remediation action plans

measure

%

measure

P

measure

« Percent of critical IT objectives covered
by risk assessment

« Percent of IT risk assessments integrated
in the IT risk assessment approach

« Percent of identified critical IT events
that have been assessed

* Number of newly identified IT risks
(compared to previous exercise)

* Number of significant incidents caused
by risks that were not identified by the
risk assessment process

« Percent of identified critical IT risks with
an action plan developed

* Percent of IT budget spent on risk
management (assessment and mitigation)
activities

« Frequency of review of the IT risk
management process

* Percent of approved risk assessments

* Number of actioned risk monitoring
reports within the agreed-upon frequency

* Percent of identified IT events used in
risk assessments

* Percent of risk management action plans
approved for implementation

Cobit Context

Necessary processes covered
The process isn’t the product
What should be delivered?

How to assess delivered value

Need “Value” best practices
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Are we
doing
the right
things?

Are we
doing them
the right
way?

The 4 “Are’s”

Are we
getting

oo ValIT

COBIT
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Relationship

Val IT

Governance and management
of a portfolio of business
change programmes

CoBIT

Governance and management
of a portfolio of technology
projects, services, systems
and supporting infrastructure

|
|
L

Wewe g A ve |
i i 1
tings?/ /" neanatis :

7 a
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Val IT Principles - |

IT-enabled investments will be managed as a
portfolio of investments

IT-enabled investments will include the full
scope of activities required to achieve
business value

IT-enabled investments will be managed
through their full economic life cycle

Value delivery practices will recognise there
are different categories of investments that
will be evaluated and managed differently
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Val IT Principles - Il

Value delivery practices will define and
monitor key metrics and respond quickly to
any changes or deviations

Value delivery practices will engage all
stakeholders and assign appropriate
accountability for the delivery of capabilities
and the realisation of business benefits
Value delivery practices will be continually
monitored,evaluated and improved
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Val IT Domains
Establish informed and Dafine and
committed leadership. implement processes. Refinepocinlie charsaleriilcs:
Align and Integrate valuz Establish ffective Cantinuously improve
managament with enterprise
Value Governance (VG) nencial lanning. govenance monitoring. value managament pract/ces.
Establish strategic direction || Determine the avallabllity and Manage the availability
and target investment mix scurces of funds. of hilman resources.
Evaluate and select iy e Egurt Optimse investment
Portfolio Management (PM) programmes to fund ool partfolio performance.
Davelop and svaluate the Undersiand the candidate 7
hital programme programme and Develop the programme plan. Dﬁ:gﬂﬂ';‘;ﬁsﬁrga
busingss case. Implsmantation options ]
Develop the detailed candidate Launch and manage Update aperational
business case, thep ’ T portfolias.
Investment Menltor and report on
Update the business case. Retire the programme.
Management (IM) the programme.
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Not Just Value ...

IT as Value Inhibitor
or Destructor

IT Risk

» Adverse IT related events destroying
value

* Unrealised or reduced business
value through IT

= Missed IT assisted business
opportunities

IT Opportunity -
= |dentify new business ' )
opportunities through use of IT
* Enhance business value through
optimal use of IT capabilities
IT as Value

Enabler
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Flow

Risk
Management

RiskIT

N

AssessRisk &

Opportunity

IT Related
Events
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ValIT
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Risk IT

Risk Governance

Integrate with
ERM

Establish

Maintain a |' akaities:
9

aware Business

Common Risk Declsions

View

Risk IT

Manage Risk Foundation

Articulate Rishﬁ Reactto Events

.

— & 2008 TTGI
Risk Response
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Analyse Risk

Maintain Risk
Profile

‘*,A_ =

Risk Evaluation

Coligct Data
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Cobit, Val IT, Risk IT

Excellent overall framework
Solid basis for internal planning
Identify most critical processes

Where do you need to be
What do you need to do

But what if you need more
It's all very high level
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The Next Level Down

IT Guidance, 2™ Edition
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Cobit Mapping to ...

COSO PMBOK
ITIL TickIT
ISO/IEC 17799 CMMI
FIPS PUB 200 TOGAF 8.1
ISO/IEC 15408 IT Baseline
PRINCE2 NIST 800
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Evolution of Mapping

ITIL v3 covered in separate
mapping document

CMMI 1.2 covered in separate
mapping document

Expect regular updates
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ITIL v3

Mapping of ITIL v3

With CoBIT® 4.1
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ITGIl on ITIL v3

's intention and content (0)
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Functions; Thorough

Continual Service Improvement

Service Strategy

Service Design
Service Operation

Service Transition

ITIL v3




-
ITIL v3 Coverage
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Cobit to CMMI
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.
CMMI Coverage
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B
Mapping Summary

www.fabian.ca 34




Open Questions

What is the IT Professional’s
responsibility?
How do you discharge that
responsibility?
Is Cobit the best starting point?
Are there any better staring points?
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